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GUEST IN DSB'S TEAMS

1 HOW TO BECOME A GUEST USER IN DSBS TEAMS-
ENVIRONMENT?

This is a brief introduction on practical tasks to be done in order to secure a smooth and secure introduction to the
guest user role.

Why do we need a guest user?

Microsoft Teams can be used to interact across organizations, and guest users is essential to establish this
interaction. In order to secure this to work in a safe way, there are a few extra steps that must be taken during the
initial phase. When you are invited as a guest, you must register with two-factor authentication, as described below.

If problems arise on this matter, we recommend checking the section for problem solving at the bottom of this
guide.

The following will be described in further details:
e [nitial invitation and registration
e Access to DBS's Teams team - get started
e Problem solving — if something unexpected happens

1.1 STEP 1 - INVITATION AFTER REQUEST

Your contact person at DSB will request the registration of a guest user. Once the request is processed, you will
receive an invitation in an email, using the email address provided in the request.

In the invitation, you will find a link to this guide, as well as to a form for a confidentiality declaration. The email
will also contain an "Accept Invitation"-link that must be clicked. Then the registration process starts.

1.2 STEP 2 - INITIAL REGISTRATION

You should have received the following email from Microsoft on behalf of DSB:

DSB invited you to access applications within their organization

Reply | € Reply All Forward
Microsoft Invitations on behalf of DSB <invites@microsoft.c © Reply | € Reply = Foward | | B
To man. 15.08.20)

(@) This sender is from outside your

(@) It there are problems with how this message is displayed, click here to view it in a web browser,

Det er ikke ofte du mottar e-post fra invites@microsoft.com. Finn ut hvorfor dette er viktig.
© please only act on this email if you trust the organization represented below. In rare cases, individuals ma;
y b 9 P y
receive fraudulent invitations from bad actors posing as legitimate companies. If you were not expecting this
invitation, proceed with caution.

Organization: DSB
Domain: dsbno.onmicrosoft.com

This message was provided by the sender and is not from Microsoft Corporation.

Message from
AR DsB:

Velkommen!

Vi har laget en veiledning til
deg som du finner ved & trykke
pa denne lenken.

For & starte prosessen med &
bli gjest hos DSB, velg
«Godeta invitasjon» nedenfor.

If you accept this invitation, you'll be sent to ivedi i om/?

Accept invitation
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1. Click on "Accept invitation™ in the email. A new window opens on your device containing the
initial steps in the registration process.

First, you must accept that DSB is given access to some personal information in your profile.

B® Microsoft

.no

Permission requested by:

p DB

dsbno.onmicrosoft.com
By accepting, you allow this organisation to:

\/ Receive your profile data

Your profile data means your name, email address, and
photo

\v Collect and log your activity

Your activity data means your access, usage, and content
associated with their apps and resources

\/ Use your profile data and activity data

This data may be used with your access and use of their
apps and resources, as well as to create, control, and
administer an account according to their policies

You should only accept if you trust DSB. DSB has not provided
a link to their privacy statement for you to review. You can
update these permissions at
https://myaccount.microsoft.com/organizations

Learn More

This resource is not shared by Microsoft.

2. Click on ""Accept™ to continue the registration process.

B Microsoft

.no

Just a moment

Hold on while we give you access to DSB.

DSB requires two-factor authentication, either via text message or Microsoft Authenticator, for guest users.
You will now receive instructions in your browser to set this up.

3. Two-factor authentication for guest user
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*dsb

.no

More information required

Your organisation needs more information to keep
your account secure

Skip for now (14 days until this is required)
Use a different account

Learn more

Next

Select ""Next" to proceed with the registration. You will now be asked for additional security confirmation.

Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?
Authentication phone v

Select your country or region Vv ‘

—Method

@® Send me a code by text message

Select either ""Mobile app™ to use Microsoft Authenticator, or **Authentication phone™ to use text message when
logging in.

Select ""Next"".

Step 1 — If "Mobile App'* was selected:
Select "Receive notifications for verification” and select **Set up** / **Configure™.

Follow the on-screen instructions as shown below:
You must now ensure that you have the Microsoft Authenticator app installed on your mobile phone.
Open the app and select + / add Work/school account. You should now be able to scan the QR code in the app.
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Configure mobile app
Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android or iOS.

2. In the app, add an account and choose “Work or school account”.

3. Scan the image below.

T

B

If you are unable to scan the image, enter the following information in your app.
Code: |
URL:  https://mobileappcommunicator.auth.microsoft.com/i !

If the app displays a six-digit code, choose "Next".

The app will now respond to the code and add "DSB" associated with your email address to the list.
Select ""Next" or ""Done" in the dialog.

Step 1 — If Authorization phone was selected:
Enter your phone number and after that the confirmation code received in a text message:

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +47

When you receive the verification code, enter it here

C

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +47

Verification successful!

Done

Select "Finished"".
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4. Registration completed.

A new window will now appear in your browser:

& C (%) https;//myapplications.microsoft.com

HH stb | My Apps L Search apps

@ an improved app discovery view is available! Try it now. You'll be able to return to the current experience. Learn more

Apps v ®

There are no apps to show. Hide this collection

When you see the "My Apps" view in your browser as shown above, the registration process is complete. The DSB
logo is visible in the upper left corner.

If you use the "Teams desktop™ application on your device, you can now close the browser window. See next
chapter on how to select DSB as a guest in the Teams interface.

Exceptions for guest users with non-Microsoft accounts

If you do not have your e-mail address, work account or personal account with Microsoft, you need to add some
more information in step 2:

B® Microsoft

Sign in
We'll send a code to to sign
you in.

You will then have 30 minutes to enter the code received in an e-mail. Check your mailbox (and possibly your
spam folder) for this message:

Your DSB account verification code

DSB (via Microsoft) <account-security-noreply@accountprotection.microsoft.coms>

DsB

Account verification code

To access DSBs apps and resources, please use the code below for account verification. The code will only work for 30 minutes.

Account verification code:

"
If you didn't request a code, you can ignore this email.

« Reply » Forward
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Note that this only applies to guest users who do not have a Microsoft-based email account.

1.3 STEP 3 — ACCESS TO TEAMS-TEAM WITHIN DSB, GETTING STARTED

Your contact person in DSB will add you to the relevant Teams team as a guest with your email address, and you
can then start to interact with the rest of the team.

Start Teams your preferred way. If you normally don't use the Teams application, you can reach Teams via the
address https://teams.microsoft.com in your browser.

In the Teams application, you will be able to switch between the guest user and your regular user in the top right
corner.

My organization

First Lastname
ﬁ first_lastname@min-org.no
Available Set status message

My organization

D5B (Guest)

lo|l|o]

If you do not find "DSB (Guest)" as an option in the profile view, try closing the Teams application completely
(right-click and "Close" from the taskbar), and restart Teams.

If you choose "DSB (Guest)", but no team is visible, your contact person in DSB has probably not added you as a
guest team member yet.

2 CONFIDENTIALITY DECLARATION

If you are asked to fill in the confidentiality declaration, it must be sent directly to your contact person at DSB.

3 PROBLEM SOLVING

3.1 NOT RECEIVED AN EMAIL WITH THE INVITATION

If you have not received the invitation email within a reasonable time; check the spam folder in your email.

Delayed processing of the internal request can also be the reason why you do not receive an e-mail. Your contact
person at DSB can check this out.

If you experience other problems in the process, please consult your own IT-support. You can also report to your
contact person at DSB.


https://teams.microsoft.com/
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